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Information Security for schools 
 
This document is intended as a basis for adaptation by LEAs and schools.  It 
provides numerous recommendations which, taken together, represent good 
practice. 
 
This is a practical guide, giving Do's and Don’ts for schools about protecting 
the information they hold, particularly data about people. 
 
Information security is about maintaining: 
 

• Confidentiality - ensuring only people who have a right to see the  
information can actually do so; 

• Integrity - making sure that the information is right; 

• Availability - making sure that the information is always there when 
needed, and to the appropriate person. 

 
We are now recording more information than ever before, on paper and 
electronically.  We are increasingly reliant on it in our day to day activities.  
Information security is therefore essential.  Poor security can lead to:  
  

• Not being able to do your job; 

• Not being able to meet important deadlines; 

• Frustration for other school staff; 

• Embarrassment for the school; 

• Legal challenges. 
 
Security cannot be 100% watertight - it's important to choose security 
measures that suit the school’s own circumstances. It is wise to consider the 
risks, threats and vulnerabilities that apply to your school and choose 
appropriate security measures to counter them. 
 
Information security is for everyone in the school. Good security brings 
benefits to everyone and should be practised by everyone. The rules that 
apply in the school also apply to equipment and files used for home working. 
 
Protecting Equipment 
 

• Consider the placement of computers, e.g. ensuring that screens 
cannot be seen from windows or corridors. 

• Fit locks on doors, cupboards and computers to make theft difficult; 



• Remember to set locks and alarms; 

• Keep keys, combinations and passwords securely; they should be 
just as secure as the equipment and information they protect; 

• Seek and apply the advice of the local crime prevention officer and 
LEA Information Security experts; 

• Place computers and cables where they won't be a hazard (for 
example, don't run cables across walkways); 

• Arrange for repairs to equipment to be carried out by appropriately 
qualified personnel only.  

• Place computers away from sources of heat, water and chemicals 
to avoid damage; 

• Keep an inventory of equipment, software and data so that you can 
quickly identify what's missing if you suffer theft or fire. It is wise to 
keep a copy of the inventories off site – securely of course; 

• Best practice suggests that equipment should be used only for 
school purposes; 

• Take special care of easily portable equipment (for example a 
laptop computer), as it is easy to steal. Equipment is particularly 
vulnerable if left on display in cars. 

 
Protecting Information 
 

• Ensure that everyone who uses a computer system is properly set 
up to access only the information they need and has his or her own 
unique logon ID and password.  

• Keep passwords strictly private - there should be no need for 
anyone else to know users’ passwords;  Do not share passwords; 

• Be discrete when using information, especially information about 
 people; 

• If you are contacted by telephone you must ensure you are aware 
of the identity of the caller before discussing official business. This 
is particularly important should you be discussing information that is 
sensitive. 

• Calls made on mobile phones are very insecure. Conversations in 
public places can be overhead and scanning equipment can pick 
up signals and intercept text messages and calls made. 

• Mobiles should not be used to discuss sensitive information. Such 
calls should be made from more secure land lines. 

• Safeguard information held on computers, discs and paper equally 
well. Use passwords to protect sensitive files and restrict access to 
authorised users.  If keys or passwords are easily found, the 
information they are meant to protect isn’t really secure at all; 



• Double-check addresses and 'phone and fax numbers when 
sending information to make sure it isn't sent to the wrong person.  
With faxes, ensure that the recipient is ready to collect the fax so it 
doesn't come to the attention of people with no business to see it;  

• Use only approved and authorised software; 

• Personal or sensitive information should NEVER be transferred via 
Internet email - it's not secure; 

• All staff should be properly trained before using information 
 systems; 

• Check the data that you put into, and get out of,  information 
systems - your decisions can only be as good as the information 
you use; 

• Log off from the computer or blank its screen before leaving it, even 
if only for a short time.  Put paper information away, too; 

• Make regular backups of data and test that they can be restored; 

• Store backups and original copies of software away from 
computers, preferably in a fireproof safe; 

• Publicise this guidance and the school's security policy; 

• Don't allow your data to grow beyond the school’s needs - archive 
old data that's no longer needed.  Alternatively, monitor your 
system's use of storage and buy more before it's needed. 

• Ensure that no one can access information unless they are 
authorised; 

• Arrange for visitors to be accompanied and supervised, especially if 
they need access to the school's information. 

• The practice of taking sensitive documents off the premises to be 
worked on at home or on the way to an official meeting, should be 
discouraged since it increases the risk of compromise. The same 
applies to access to such material in home working posts. 

 
Special Problems - Computer Viruses 
 

• Use the write-protect tabs on computer media to prevent virus 
infections; 

• Ensure that all the school's computers are protected by anti-virus 
software and that it is kept up to date; 

• Avoid using media from high risk sources - for example, from the 
Internet, people you don't know or people who don't have proper 
anti-virus measures; 

• Avoid downloading software from the internet where possible, as 
this can allow spyware and network sniffing software to also be 
downloaded. 



• Be aware that hoax virus alert emails can lead to as much 
disruption as real viruses.  Do not act on eMail warnings and 
instructions unless you are certain they come from a reputable 
expert; 

• If in doubt, seek expert help; 

• Best practice recommends that all incoming and outgoing computer 
media be checked on a stand-alone quarantine PC before using 
them in any other computers, especially on large networks. 

 
If you think you have a virus infection: 
 

• Don't panic - if you have up to date anti-virus software it's unlikely 
that your system will have been infected; 

• If the infection has been detected on an incoming disc by anti-virus 
software, allow the software to remove the infection.  If it won't, 
destroy the disc and ask the sender to send the information again 
on a virus-free disc; 

• If the infection has been detected on your PC, close it down as you 
normally do (don't just switch it off) and seek expert help. 

 
Legal Requirements 
 
There are a number of laws that regulate the ways in which information is 
used especially where the information is about people.  These include the: 
 

• Data Protection Act 1998. This sets out how personal data may be 
obtained and processed lawfully; separate advice for schools is 
available in Section 3 of this pack; 

• Computer Misuse Act 1990.  This is the main anti-hacking law; it makes 
unauthorised use illegal, including unauthorised use by employees; 

• Copyright, Designs and Patents Act 1988. This act treats computer 
software as copyright material and thus makes copying programs 
without the appropriate license illegal; 

• Health and Safety at Work Act 1992.  This act is intended to make 
workplaces safe.  Separate regulations (the Display Screen Equipment 
Regulations) set out the proper conditions for using computers. 

 
How long should information be kept for? 
 
Under the Freedom of Information Act 2000, schools are required to maintain 
a retention schedule listing the record series which the school creates in the 
course of its business. The retention schedule lays down the length of time 
which the record needs to be retained and the action which should be taken 
when it is of no further administrative use. The retention schedule lays down 
the basis for normal processing under both the Data Protection Act 1998 and 
the Freedom of Information Act 2000. 



There are a number of benefits which arise from the use of a complete 
retention schedule: 
 

• Managing records against the retention schedule is deemed to be 
“normal processing” under the Data Protection Act 1998 and the 
Freedom of Information Act 2000. Provided members of staff are 
managing record series using the retention schedule they can not be 
found guilty of unauthorised tampering with files once a freedom of 
information request or a data subject access requests have been 
made. 

 
• Members of staff can be confident about shredding information at the 

appropriate time. 
 

• Information which is subject to Freedom of Information and Data 
Protection legislation will be available when required. 

 
• The school is not maintaining and storing information unnecessarily. 

 
Safe destruction of records 
 
Where records have been identified for destruction they should be disposed of 
in an appropriate way. All records containing personal information, or sensitive 
policy information should be shredded before disposal using a cross cut 
shredder. Any other records should be bundled up and disposed of to a waste 
paper merchant or disposed of in other appropriate ways. Do not put records 
in the dustbin or a skip unless there is no other alternative. There are 
companies who can provide confidential waste bins and other services which 
can be purchased to ensure that records are disposed of in an appropriate 
way. 
 
The Freedom of Information Act 2000 requires the school to maintain a list of 
records which have been destroyed and who authorised their destruction. 
Members of staff should record at least: 
 

• File reference (or other unique identifier); 
• File title (or brief description); 
• Number of files 
• The name of the authorising officer 
• Date action taken 

 
This could be kept in an Excel spreadsheet or other database format. 
 
Transfer of records to the Archives 
 
Where records have been identified as being worthy of permanent 
preservation arrangements should be made to transfer the records to the 
school archives. 
 
 



Transfer of information to other media 
 
Where lengthy retention periods have been allocated to records, members of 
staff may wish to consider converting paper records to other media such as 
microform or digital media. The lifespan of the media and the ability to migrate 
data where necessary should always be considered.  
 



SAMPLE RETENTION SCHEDULE 
 
 
PUPIL INFORMATION 
Basic file description Data 

Protection 
Issues 

Statutory 
Provision 

Retention Period Action at the end of the administrative life 
of the record 

Admission Register Yes  Date of last entry in 
book (or file) + 6 years 

Retain in the 
school for 6 
years from the 
date of the last 
entry. 
 

Transfer to the Archives 

Attendance Registers Yes  Date of register + 3 
years 

SHRED - If 
these records 
are retained 
electronically 
any back up 
copies should 
be destroyed 
at the same 
time 

 

Pupil record cards Yes     
Primary   Retain for the time 

which the pupil 
remains at the primary 
school 

Transfer to the 
secondary 
school (or 
other primary 
school) when 
the child 
leaves the 
school.  
 

 



PUPIL INFORMATION 
Basic file description Data 

Protection 
Issues 

Statutory 
Provision 

Retention Period Action at the end of the administrative life 
of the record 

Secondary  Limitation 
Act 1980 

DOB of the pupil + 25 
years 

SHRED  

Pupil Files Yes     
Primary   Retain for the time 

which the pupil 
remains at the primary 
school 

Transfer to the 
secondary 
school (or 
other primary 
school) when 
the child 
leaves the 
school 
 

 

Secondary  Limitation 
Act 1980 

DOB of the pupil + 25 
years 
 

SHRED  

Special Educational 
Needs files, reviews and 
Individual Education 
Plans 

Yes  DOB of the pupil + 25 
years 
 
NOTE:  This retention 
period is the minimum 
period that any pupil 
file should be kept.  
Some authorities 
choose to keep SEN 
files for a longer period 
of time to defend 
themselves in a ‘failure 
to provide a sufficient 

SHRED  



PUPIL INFORMATION 
Basic file description Data 

Protection 
Issues 

Statutory 
Provision 

Retention Period Action at the end of the administrative life 
of the record 

education’ case. 
 

Letters authorising 
absence 

No  Date of absence + 2 
years 
 

SHRED  

Absence books   Current year + 6 years 
 

SHRED  

Examination results Yes     
Public No  Year of examinations + 

6 years 
SHRED Any certificates left unclaimed 

should be returned to the 
appropriate Examination 
Board 

Internal examination 
results 

Yes  Current year + 5 years SHRED  

Any other records created 
in the course of contact 
with pupils 

Yes/No  Current year + 3 years Review at the 
end of 3 years 
and either 
allocate a 
further 
retention 
period or 
SHRED 
 

 

Statement maintained 
under the Education Act 
1996 – Section 324 

Yes Special 
Educational 
Needs and 
Disability 
Act 2001 

DOB + 30 years SHRED 
unless legal 
action is 
pending 

 



PUPIL INFORMATION 
Basic file description Data 

Protection 
Issues 

Statutory 
Provision 

Retention Period Action at the end of the administrative life 
of the record 

Section 1 
 

Proposed statement or 
amended statement 

YES Special 
Educational 
Needs and 
Disability 
Act 2001 
Section 1 

DOB + 30 years SHRED 
unless legal 
action is 
pending 

 

Advice and information to 
parents regarding 
educations needs 

YES Special 
Educational 
Needs and 
Disability 
Act 2001 
Section 2 

Closure + 12 years SHRED 
unless legal 
action is 
pending 

 

Children SEN Files Yes  DOB of pupil + 25 
years then review – it 
may be appropriate to 
add an additional 
retention period in 
certain cases 

SHRED 
unless legal 
action is 
pending 

 



 

MANAGEMENT INFORMATION 
Basic file description Data 

Protection 
Issues 

Statutory 
Provision 

Retention Period Action at the end of the administrative life 
of the record 

Parental permission slips 
for school trips where 
there has been no major 
incident 
 

Yes  Conclusion of the trip SHRED  

Parental permission slips 
for school trips  - where 
there has been a major 
incident 
 

Yes Limitation 
Act 1980 

DOB of the pupil 
involved in the incident 
+ 25 years.  The 
permission slips for all 
pupils on the trip need 
to be retained to show 
that the rules had been 
followed for all pupils. 
 

  

CURRICULUM 
Basic file description Data 

Protection 
Issues 

Statutory 
Provision 

Retention Period Action at the end of the administrative life 
of the record 

Examination results Yes  Current year + 6 years SHRED 
 

 

SATS records Yes  Current year + 6 years SHRED 
 

 

Value added records Yes  Current year + 6 years 
 

SHRED  



Records created by head 
teachers, deputy head 
teachers, heads of year 
and other members of 
staff with administrative 
responsibility (except 
child protection records)  

Yes1  Closure of file + 6 
years 

SHRED   

 
6.2 Governors 
 
Basic file description Data  

Prot 
Issues 

Statutory 
Provisions 

Retention Period 
[operational] 

Action at the end of the administrative life 
of the record 

Minutes      
• Principal set 

(signed) 
No  Permanent Retain in school for 6 

years from date of 
meeting 

Transfer to 
Archives 

• Inspection copies No  Date of meeting + 
3 years 

SHRED 
[If these minutes contain 
any sensitive personal 
information they should 
be shredded] 

 

Agendas No  Date of meeting  SHRED  
Reports No  Date of report + 6 

years 
Retain in school for 6 
years from date of 
meeting 

Transfer to 
Archives 
[The appropriate 
archivist will then 
take a sample for 
permanent 

                                            
1 As of January 1st 2005 subject access is permitted into unstructured filing systems and log books and other records created within the school containing details 
about the activities of individual pupils and members of staff have become subject to the Data Protection Act 1998 



6.2 Governors 
 
Basic file description Data  

Prot 
Issues 

Statutory 
Provisions 

Retention Period 
[operational] 

Action at the end of the administrative life 
of the record 

preservation] 
Annual Parents’ meeting 
papers 

No  Date of meeting + 
6 years 

Retain in school for 6 
years from date of 
meeting 

Transfer to 
Archives 
[The appropriate 
archivist will then 
take a sample for 
permanent 
preservation] 

Instruments of 
Government 

No  Permanent Retain in school whilst 
school is open 

Transfer to 
Archives when the 
school has closed 

Trusts and Endowments No  Permanent Retain in school whilst 
operationally required 

Transfer to 
Archives 

Action Plans No  Date of action plan 
+ 3 years 

SHRED It may be 
appropriate to offer 
to the Archives for 
a sample to be 
taken if the school 
has been through 
a difficult period 

Policy documents No  Expiry of policy Retain in school whilst 
policy is operational (this 
includes if the expired 
policy is part of  a past 
decision making process) 

Transfer to 
Archives 
 



6.2 Governors 
 
Basic file description Data  

Prot 
Issues 

Statutory 
Provisions 

Retention Period 
[operational] 

Action at the end of the administrative life 
of the record 

Complaints files Yes  Date of resolution 
of complaint + 6 
years 

Retain in school for the 
first six years 
Review for further 
retention in the case of 
contentious disputes 
Destroy routine 
complaints 
 

 

Proposals for schools to 
become, or be 
established as Specialist 
Status schools 

No  Current year + 3 
years 

 Transfer to 
Archives 



6.2 Governors 
 
Basic file description Data  

Prot 
Issues 

Statutory 
Provisions 

Retention Period 
[operational] 

Action at the end of the administrative life 
of the record 

Child Protection files Yes Education Act 
2002, s175, 
related 
guidance 
“Safeguarding 
Children in 
Education”, April 
2008 

DOB + 25 year SHRED Child Protection 
information must 
be copied and sent 
under separate 
cover to new 
school/college 
whilst the child is 
still under 18 (i.e. 
the information 
does not need to 
be sent to a 
university for 
example) 
Where a child is 
removed from roll 
to be educated at 
home, the file 
should be copied 
to the Local 
Education 
Authority. 

 



 
Further information 
 
For more information you can approach your managers or your LEA's information systems specialists. 
 
Information is also available from the Records Management Society. 
 
http://www.rms-gb.org.uk/resources 
 
 


